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Abstract—Traffic classification is the first step for metwaork
amemaly detection or network based imtrusien detection system
snd plays am important role in setwork security domain. In this
paper we first presented a pew taxomnomy of traffic classification
from man wriificial intelligence perspec mml them propesed n
mabware iraffic classification method wxing convolutional newral
metwork by taking traffic duta as images. This method needed oo
hand-designed festures bat directly ook raw traffic as inpuot data
of classifier. To the best of our knowledge this interesting aitempi
is the first time of applying representation learning approach to
malware iraffic classification wsimg raow  baffic data. We
determined that the best type of traffic representation b session
with all layers throsgh eighi experimenis. The meibod s
validated in twe scenarios inclwding three iypes of classifiers and
the experiment results show that sar proposed nsethod can
satisfy the accuracy requirement of practical applicaiion.

Keysoords—iraffic classifiomtion; convolutional sewral menwvark:
Fepresemtion  learning: mersork amomaly detection;  fmermsion
detection sysiem

L INTRODUCTION

Traffic clasification 15 the sk of assocmating network
wraffic with the generating application, which has been a task of
crucial imporance in the network mam enl and especially
network secunty domams. In network secunty domain, traffic
classification represents in facl the firs step for activities such

as anomaly detection for the dentificatson of malicious wse of
network resources [1].
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There are four main raffic classificaton methods [1]: port-
based, dsep packets mspection (DPI-based, swatisteal-based,
amd  behavioral-based. From the perspective of arifical
intelligence (Al development [1], port-based and DPl-based
methods are rule-based spproaches, which perform  raffic
clssification by matching  predefined  hard-coded  rules.
Statistical-based and behavioral-based methods are classic
machine W approac which fy rwaffic by
exiraciing patterns from empincal data using a set of selectve
feamres. Although dassic machine learning approach solves
many isswes that rule-based approach canmot solve, such as
encrypied raffic classification and high computational cost, it
faces a challenge of designing proper features, amd many
recent studies focus on this problem [3].

Representation leaming 15 a new rapdly developing machae
learming spproach in recent years that asomatically leaming
features from raw data and 1o a certan extent has solved the
problem of hand-desagning fisatures [4]. Especaally, the decp
lsvrming method which is a typical approach of representation
lvrming has achieved very good performance in many domains
including image classificatson and speech recognition [5] [6].
The main goal of this paper 15 W0 alemptl 1o apply
representation  leaming  approsch  d0 malware  traffic
classification domam and demomstrate s effectivensss. Figure
1 illustrates the wraffic clssification axonomy in an Al
perspectivie. Figure 2 shows different work flows of these
approaches, and shaded boxes ale compoments thal are
ahble o leam from dats [2].
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Fig. 5. Consistency in the same traffic class
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Confusion Matrix Comparison

The slicing model reduces malware misses from 31 to 7 on the same test split.
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Validation Accuracy by Epoch

Both models converge quickly, but the slicing model finishes higher.
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